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MEETING PAYMENT 
SECURITY HEAD-ON 
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If you’re reading this, you are probably no stranger to the challenges of 
payment security. But you are seeking a better way to address it. Even if it’s 
not keeping you up at night, securing your payment environment is likely taking 
up a significant chunk of your time, energy, and resources. If it hasn’t, then the 
problem is even bigger than you think.  

It’s safe to say that payment security used to be relatively easy for merchants. 
Prior to the formation of the Payment Card Industry Data Security Standard 
(PCI DSS), the card brands shouldered the brunt of the risk of compromised 
cardholder data. Merchants were free to explore new commerce channels and 
payment acceptance vehicles without fearing the repercussion of a cardholder 
data breach. 

IT’S DIFFERENT TODAY. 

Not only has the PCI Security 
Standards Council expanded payment 
mandates and protocols that affect 
all entities involved in the processing 
of credit cards—including merchants 
like you—but the industry has seen 
the emergence of a vast new array 
of payment types, from mobile to 
EMV. Navigating payments, much less 
payment security, has become a job 
onto itself.

PAYMENT 
SECURITY 
IS MORE 
COMPLEX 
THAN EVER
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THE STORY IS IN THE STATS

Before we get into the specifics, let’s consider why payment security is not just 
important, it’s critical. To begin with, data breaches are on the rise. According to 
the Identity Theft Resource Center and Cyberscout, data breaches in the U.S. hit 
an all-time record high in 2016, up 40 percent over the previous year. 

Although all industries are at risk for a breach, the retail and hospitality industries 
experience the most compromises, at 23 percent and 14 percent respectively, 
according to the Trustwave 2016 Global Security Report. The 2017 Thales Data 
Threat Report reported that 68 percent of survey respondents experienced a 
breach, up from the previous year. 

Small and medium sized businesses are the most vulnerable, because they often 
mistakenly think they are not a target, and thus tend to ignore security risks. In 
fact, 43 percent of cyber-attacks target small businesses, a dramatic increase 
from 18 percent in 2011, according to Symantec’s 2017 Internet Security Threat 
Report. 

Ignoring the risk of a data breach can be costly. The average per capita cost 
of data breach also set a new record high—at $221 per compromised record, 
according to the Ponemon Institute 2016 Cost of Data Breach Study: U.S. And 
with fines, fees, and general negative fallout from a card data breach, the costs 
can add up fast—and be devastating to a business. In fact, 60 percent of small 
businesses go out of business within six months of a cyber attack, according to 
the U.S. National Cyber Security Alliance.

 
60% of small businesses go out of business 
within six months of a cyber attack.

http://www.idtheftcenter.org/2016databreaches.html
https://www.infopoint-security.de/open_downloads/Trustwave_Global_Security_Report_2016.pdf
http://inbusiness.ae/2017/02/02/thales-data-threat/
http://inbusiness.ae/2017/02/02/thales-data-threat/
https://www.symantec.com/security-center/threat-report
https://www.symantec.com/security-center/threat-report
https://securityintelligence.com/media/2016-cost-data-breach-study/
http://www.denverpost.com/2016/10/23/small-companies-cyber-attack-out-of-business/
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Now that you have an idea of the 
threat you are facing, let’s take a closer 
look at the opportunity you have to 
meet this threat head-on, and mitigate 
it to protect your business. 

Many payment data security solution 
providers are available today, but 
not every provider or offering is the 
same—some are better than others. 
In order to get to the core of the security products and services you need 
to help avoid a data breach, it’s important to understand what each type 
of technology does. In our experience, the following five pillars of payment 
security provide a great starting point. These consist of:

 • EMV - authenticates the card

 • ENCRYPTION - protects cardholder data in transit 

 • TOKENIZATION - protects cardholder data at rest for post-authorization 
transactions

 • PCI - provides a general framework for protecting cardholder data

 • ANTI-FRAUD SERVICES - proactively address payment anomalies to mitigate 
fraud before it occurs

These five pillars of security complement one another and work together to not 
only protect your business—but also engage and retain customers.  For example, 
when consumers recognize that you accept EMV chip cards, they will have 
more confidence in your brand and are more likely to become and remain loyal 
customers. 

So, while peace of mind in having a comprehensive security solution in place is 
a huge benefit, it’s not the only benefit. Creating a secure payment acceptance 
environment using the five pillars noted above can be an effective way to protect 
and grow your business. Your trusted payment provider should be able to assist 
with implementing these pillars. If they can’t, it’s time to find a new provider.

THE 
5 PILLARS 
OF PAYMENT 
SECURITY
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A comprehensive, secure payments environment provides a solid foundation 
for driving even more revenue. 

 • INCREASED FOOT TRAFFIC. By accepting the secure payment types 
consumers prefer, including EMV chip cards and mobile, you show your 
customers that you care about their preferences, and you care about keeping 
their data secure. Both help build customer trust, and increased customer 
trust leads to customer engagement, which leads to more sales. It’s a win-win 
for your business and your customers. 

 • HIGHER AVERAGE TICKET SALES. When consumers enjoy the 
convenience of using a preferred payment type they know is secure, they feel 
better about their purchases, and are inclined to spend more. Secure mobile 
and online payments that facilitate order-ahead capabilities can also lead to a 
higher sale. For example, a customer who places an order on their smartphone 
may add on to their purchase when they pick up their order. These easy upsell 
opportunities can boost your bottom line big time. 

USING 
PAYMENT 
SECURITY 
TO BUILD 
YOUR 
BUSINESS
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 • BETTER OPERATIONAL EFFICIENCIES. The new secure payments available 
today offer a range of features that can be leveraged to help a business 
run more smoothly. From enhanced reporting capabilities to loyalty and 
rewards programs, advanced payments solutions can lessen the burden of 
administrative work associated with traditional payment methods. 

When considering how you can use new secure payment types to drive foot 
traffic, increase average ticket sales, and improve business operations, your 
trusted payment provider can be an invaluable resource. Working together, you 
can evaluate what your current  payment needs are, based on your customer 
preferences as well as your business’ resources, and how those needs will 
change in the future.

 

You can use new secure payment types to 
drive foot traffic, increase average ticket sales, 
and improve business operations.
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SECURING THE 
MOBILE POS 
ENVIRONMENT 

 

Mobile POS represents a significant part of the payments market, with the 
number of installed mobile POS units on the rise. New research from the IHL 
Group reveals that mobile POS installments grew by 64 percent in 2015, 
surpassing 6 million units worldwide. While retail department stores saw the 
largest growth in mobile POS implementations, restaurants and specialty stores 
also grew significantly. 

The emergence of mobile POS brings risk as well as opportunity for merchants. 
The mobile POS device and the peripheral card reader must be secured, and 
must be EMV enabled in order to meet the requirements of the 2015 fraud 
chargeback liability shift. Modern EMV readers are secure contactless payment 
enablers by design, and their dual authentication (password and biometric) 
security protocol is inherently secure.

The opportunity for merchants lies in the fact that more and more consumers 
are embracing mobile wallets and mobile payments. Take PayPal, for instance; 
in the fourth quarter of 2016, the company’s total mobile payment volume 
increased by 53%, to $31 billion. 

When considering implementing mobile POS and contactless payments, 
merchants should subject their plans to the aforementioned five pillars of 
security, ensuring that data is being encrypted and tokenization is in place.

The opportunity for merchants lies in the fact 
that more and more consumers are embracing 
mobile wallets and mobile payments.

http://www.chainstoreage.com/article/mobile-pos-market-shows-growth
http://www.chainstoreage.com/article/mobile-pos-market-shows-growth
https://investor.paypal-corp.com/releasedetail.cfm?releaseid=1009339
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There’s no question that payment security is a tough nut to crack, and keeping 
up with the quickening pace of changes—and threats—requires diligence 
and commitment. But merchants aren’t alone in their quest to protect their 
business and their customers. Trusted and reliable providers, innovative 
solutions, and information and resources are available to help business owners 
navigate the maze of secure payment options and requirements. Merchants 
who meet their payment security needs head on will discover that their time 
and effort is worth the resulting opportunities these solutions bring. 

For more information about payment security options for your business, 
contact at 800.846.4472, or visit www.Vantiv.

 

 “I rely on Vantiv to help keep my business 
safe as well as my customers’ private data. 
All the security updates and newsletters 

help me to stay up-to-date too.”
– Vantiv customer 
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VANTIV, INC.
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Vantiv, Inc. (NYSE: VNTV) is a leading payment processor differentiated by 
an integrated technology platform. Vantiv offers a comprehensive suite of 
traditional and innovative payment processing and technology solutions to 
merchants and financial institutions of all sizes, enabling them to address 
their payment processing needs through a single provider. We build strong 
relationships with our customers, helping them become more efficient, more 
secure and more successful. Vantiv is the largest merchant acquirer and the 
largest PIN debit acquirer based on number of transactions in the U.S. The 
company’s growth strategy includes expanding further into high-growth 
channels and verticals, including integrated payments, eCommerce, and 
merchant bank. Visit us at www.vantiv.com, or follow us on Twitter, Facebook, 
LinkedIn, Google+ and YouTube.


